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About me

* Cybersecurity consultant @PwC
 Three years @BankOfEngland SOC

* Intelligence Driven ID&R proponent

* | think a lot about models and methods



About this talk

and
(tech and beyond) on building a
(truly) effective capability



What am | presenting?

Not the #HolyGrallOfDetection but rather my
and on building an
effective detection capability
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For the past year, |'ve
been asking my
clients...



"How do you
attacks against your
assets?”



#1

"We have contracted

an to monitor
our network...”

- but have no idea what they are doing



#2

"We have invested in
best of breed security

- but are not absolutely sure why
- we have iIdea what they are doing



H3

14 .
We are collecting

- still not sure what to do with those
(i.e. nobody really monitors because it's a mess)



#4

14 .
We are doing regular

and
exercises...’

- and they find critical findings every time so...




(Heart)breaking news

- |t gonna work!

#ButYouAlreadyKnew
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“We have contracted

an to monitor
our network...”

-

¥

#1
You know your

organisation better than
any MSSP ever will

...If you don’t, how are
you your MSSP Is
doing a good job?
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#H
“We have invested in
best of breed security

Even the best products

attacks.

No tool can substitute a
capable analyst.



H#3

“We are collecting #: ;

Collecting the logs Is

Collecting all the logs Is
a



e 4
“We are doing regular
and

exercises...”

Pentests and Red Teams

are 1 to
substitute your blue
team.

Just saying...



404
Detection
Capability
Not Found!




~On pretty

~good
adetection
capabllity

- that actually Is!
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“You don't reach the mountaintop from

the mountaintop.You start from the bottom
and climb up-



The Incident Response
Hierarchy of Needs

- Matt Swann

Most companies start here...

S~

...Instead of here
TELEMETRY
\) INVENTORY

Know WHAT you are defending before you try defending it!



"Every battle is won before it is fought”
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Attacker Tactics

The ATT&CK Matrix
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Anyone said...knowledge base of attacker TTPs?




& attack.mitre.org/groups/

lanaced bookmarks Cwber EMI NIS Directive +in ric]
Aanaged bookmarks [ Cyber & . JIS Direct tectic cide W finance

gnator (MUCD) as Unit 671308

Group, Comment Panda its Military Unit Cover D

XESHE, DynCa APT12 is a threat group that has been attributed to China. The p has ted a variety of victims including but not limited to media outlets, high-tech companies, and multiple
Numbered Panda, governments.

Axiom \LC

s a China-based threat group that has launched spearphishing campaigns targeting Japanese and Taiwanese organizations

Black
BRONZE BUTLER
~ s a China-based threat group that has conducted network intrusions against U.S. government entities, the defense industry, law firms, information technology companies, mining
Larbanak X

companies, and non-government organizations
Charming
Cleaver , human rights groups

.

Cobalt Group
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nsk i ] lec e s.In I ng car sed to target seven law and investment firms I sts track APT19 and Deep Panda as the same group, but

SMAKEMACKEREL APT28 is a threat grou has been attributed to Russia's Main ligence Directorate of the Russian General Staff by a July 2018 U.S. Department of Justice indictment. This g

Hydrus i . i . . -
: Swallowtail, Group 74, reportedly compromised the Hillary Clinton campaign, the Democgtic National Committee, and the Democratic Congressional Campaign Committee in 2016 in an attem

y Panda Sednit, Sofacy, Pawn Storm,  with the U.S. presidential election. APT28 has been active sincedt least 2004.
Fancy Bear, STRONTIUM,

Dragonfly r Team, Threat Gr
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DragonOK APT29 YTTRIUM, The Dukes, Coz APT29 1ent and has operated since at least 2008. This group reportedly compromised the Democratic Mational Committee
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’ ) C g Firp APT3isal( a-based threat group that researchers have attributed to China's Ministry of 5 G ponsible for the campaigns known as Operation Clandestine Fox,
ine Wolf, and Operat Double Tap. As of June 2015, the group appears to h: geting primarily US victims to primarily political o ations in Hong

Equation

FINTC

would target your assets?




“Knowing yourself is the beginning of all
wisdom”



What do you see?

. their and the they give you

Applnit DLLs

Dynamic-link libraries (DLLs) that are specified in the Applinit_DLLs value in the Registry keys

; are loaded
by user32.dll into every process that loads user32.dll. In practice this is nearly every program, since user32.dll is
a very common library. ['! Similar to P Injection, these values can be abused to obtain persistence and
privilege escalation by causing a malicious DLL to be loaded and run in the context of separate processes on

the computer. 12

The Applnit DLL functionality is disabled in Windows 8 and later versions when secure boot is enabled. !

ID: T1103
Tactic: Persistence, Privilege Escalation
Platform: Windows

System Requirements: Secure boot disabled
on systems running Windows 8 and later

Permissions Required: Administrator

Effective Permissions: Administrator,
SYSTEM

Data Sources: Loaded DLLs, Proc
monitoring, Windows Rec

Version: 1.0




Understanding
your Vvisibility

Check it Out:
ATT&CK Navigator

layer x Visibility example x

Initial Access
11items
Drive-by Compromise

External Remate
Service:
Hardware Additions

Replication Through
Removable Media

Spearphishing
Attachment

Spear ing via
Servi

Supply Chain
Comaromise

Trusted Relationship

Valid Accounts

Detections example

Execution Persistence
27 items 42 s

custe | Accessiilty Features _|

Command-Ling Interface | Account Manipul

Compiled HTML File

Control Panel Items.

Dynamic Data Exchange
Execution through API

Execution through Mocule
id

Loa
Exploitation for Client

Application Shimming
Authentication Package
BITS Jobs

Eaotkit

Browser Extensions

Attack Windows

Privilege Escalation Defense Evasion

_21items 67 items

Access Token
Manipulation
P! Binary Padding

[Accessivly Featurss IS
(ETTTERN ;.. use: ccount Conral
Appinit DLLs

Application Shimming

Access Token Manipulation

CMSTP

Code Signin
Bypass User Account
Contral

DLL Search Order Compiled HTML File

Compile After Delivery

Hijacking Caompanent Firmware

ci - ion for C Object Model
Graphical User Interface pnu”gggEscalnlmn Hilacking

Instaliutil

LSASS Driver
Mshta
PowerShell
Regsves/Regasm
Regsvrd2
Runell32
Scheduled Task
Scripting

Signed Binary Proxy
Execution

Signed Script Proxy
Execution

Third-party Scftware

Companent Firmware

Companent Object
Madel Hijacking

Create Account

DLL Search Order
Hijacking

External Remote Services

File System Permissions
Weakness

Hidden Files and
Directories

Hooking
Hyper

Logon Scripts

Exira Window Memary  Control Panel ltems
Injection
DCShadow
File System
Permissions Deobfuscate/Decade Files or
Weakness Information

Hooking Disabling Security Tools

P T J DLL Search Order Hijacking
Options Injection DLL Side-Loading
TR Execution Guardrall

Path Interception Exploitation for Defense Evasion

Port Monitors Extra Window Memory Injection
Pracess Injection

Scheduled Task

File Deletior

File Permissions Modification
Service Registry
Permissions.

Weakness Graug Policy Madification

al Offsats

SID-History Injection

Trusted Developer Utilities [P

Web Shell

Hidden Files and Directories

Injection

Windows Management

Valid Accounts
Madify Existing Service

Windows Remate
Management

XSL Script Processing

MNew Service

Qffice Application
Startup

Path Interception
Port Monitors
Redundant Access

Registry Run Keys /
Startup Folder

Scheduled Task
Screensaver

Security Suppart
Provider

Service Regisiry
Permissicns Weakness

Shortcut Modification

SIP and Trust Provider
Hijacking

System Firmware
Time Providers
Valid Accounts
Web Shell

Windows Management
Instrumentation Event
Subscription

‘Winlogon Helper DLL

Indicatar Blocking
Indicator Remaval from Tools
Indicator Remaval on Host
Indirect Command Execution
nstall Root

InstallUtil

Masquerading

Maodify Registry

Mshta

Network Share Connection
Removal

NTES File Attributes
Obfuscated Files or Information
Pracess Doppelgdnging
Process Hollowing

Process Injection

Redundant Access
Regsves/Regasm

Regsvr3z

Reotkit

Rundll32

Seripting

Signed Binary Proxy Execution
Signad Script Proxy Execution
SIP and Trust Provider Hijacking
Software Packing

Timestemp

Valid Accounts
Virtualization/Sandbox Evasien
‘Web Service

XSL Script Processing

Data sources endpoints-example

Credential Access

ccount Manipulation
Brute Farce

Credential Dur

Credential Acg
Forced Authe;
Hooking

Input Capture
Input Prompt

Kerbercasting

LLMNR/NBT-NS
Paisening and Relay

Netwerk Sniffing

Discovery
22 items
Account Discovery

Application Window Discovery

Permission Groups Discovery

Process Discovery

g 2,

Lateral Movement

Distributed
Companent Object
Model

Exploitation of Remate
Services

Lagen Scripts
Pass the Hash
Pass the Ticket

Remote Desktop
Protecol

Remote File Copy

Remole Services

Replication Through

Remote System Discovery

Security Software Discovery

Private Keys
Two-Factor
Authentication
Interception

System Information Discovery

System Network Configuration
Discovery

System Network Connections
Discovery

System Owner/User Discovery
System Service Discovery
System Time Discovery
Virtualization/Sandbox Evasion

Removable Media
Shared Webraoot
Taint Shared Content
Third-party Software

Windows Adm
Shares

Windows Remote
Management

ayer contr
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Collection

13 items

Audio Capture

Automated Coll
Clipboard Data

Data from Information
Repasitories

Data from Local
System

Data from Network
Shared Drive

Data from Removable
Media

Data Staged
Email Collection
Input Capture

Man in the Browser
Screen Capture

Video Capture

Command And Centrol
21items

Commenly Used Port

Connection Proxy

Custom Command and
Control Protocol

Custom Cryptographic
Protocol

Data Encoding
Data Obfuscation
Domain Fronting

Domain Generation
Algarithms

Fallpack Channels
Multi-hap Proxy
Multi-Stage Channels

Multiband
Communication

Multilayer Encryption

Remote Access Tools
Remaote File Copy
Standard Application
Layer Protocol
Standard Cryptographic
Pratocol

Standard Non-
Application Layer
Pratocol

i@ e

Exfiltration Impact
9items 14 items

Data Compressed  Data Encrypted for

I 1
Data Encrypted S

Defacement
Data Transfer Size
e

Limits. Disk Content Wipe
Exfiltration Over
Ahernative Protocol

Disk Structure Wipe
Endpoint Denial of
Exfiltration Over Service

Command and Control
Channel

Exfiltration Over Other
Netwark Medium

Firmware Corruption

Inhibit System
Recovery

Network Denial of

Exfiltration O
Service

Physical Medium

Resource Hijacking

Runtime Data
Manipulation

Service Stop

Stered Data
Manipulation

Uncommanly Used Port

Web Service

legend

1-25% of data sources avall

26-50% of data sources ave

76% of data sourcas ave

76-89% of dala sources ave

100% of data sources availz



https://mitre-attack.github.io/attack-navigator/enterprise/

A petabyte of data Is a terrible thing to
waste”



Developing Detection Analytics

1. Something you
2. Something you

3. Something you CALDERA

METTA



Understanding
your detection
coverage

Detection coverage
IS bias prone!

-no, you have not covered
everything

layer

Initial Access

1items

Visibility example

Execution

27 items

Detections example

Persistence

472 items

Privilege Escalation

21 items

Defense Evasion

57 items

Credential Access

16 items

Discovery

22 items

sslection controls

Q X,

v v

Iayer controls
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B +HO

And Control

e,
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15 items 13 items

21items

9 items

MITRE ATT&CK™ Navigator

technique controls

Impact

14 items

Drive-by Compromise

Exploit Public-Facing
Application

External Remote
Services

Hardware Additions

Replication Through
Removable Media

Spearphishing
Attachment

Spearphishing Link

Spearphishing via
Service

Supply Chain
Compromise

Trusted Relationship

Valid Accounts

MITRE ATTECK™ Navigator v2.2.1

CMsTP

Command-Line Interface
Compiled HTML File
Control Panel Items.
Dynamic Data Exchange
Execution through AP

Execution through Module
Load

Exploitation for Client
Execution

Graphical User Interface
InstallUtil

LSASS Driver
Mshta
PowerShell
Regsvcs/Regasm
Regsvra2
Rundl32
Scheduled Task
Seripting

Service Execution

Signed Binary Proxy
Execution

Signed Script Proxy
Execution

Third-party Seftware
Trusted Developer Utilities
User Execution

Windows Management
Instrumentation

Windows Remote
Management

XSL Script Processing

Accessibility Features
Account Manipulation
AppCert DLLs

Appinit DLLs
Application Shimming
Authentication Package
BITS Jobs

Bootkit

Browser Extensions

Change Default File
Association

Compenent Firmware

Companent Object
Model Hijacking

Create Account

DLL Search Order
Hijacking

External Remote Services

File System Permissions
Weakness

Hidden Files and
Directories

Hoaking
Hypervisor

Image File Execution
Options Injection

Logon Scripts

LSASS Driver

Modify Existing Service
Netsh Helper DLL

New Service

Office Application
Startup

Path Interception
Port Monitors
Redundant Access

Registry Run Keys /
Startup Folder

Scheduled Task
Screensaver

Security Suppert
Provider

Service Registry
Permissions Weakness

Shortcut Modification

SIP and Trust Provider
Hijacking

System Firmware
Time Providers
Valid Accounts
Web Shell

Windows Management
Instrumentation Event
Subscription

Winlogan Helper DLL

Access Token
Manipulation
Accessibility Features
AppCert DLLs
Appinit DLLS
Application Shimming

Bypass User Account
Control

DLL Search Order
Hijacking

Exploitation for
Privilege Escalation

Exira Window Memory
Injection

File System

Access Token Manipulation
Binary Padding

BITS Jobs

Bypass User Account Control
CMSTP

Code Signing

Compile After Delivery
Compiled HTML File
Compenent Firmware

Compenent Object Model
Hijacking

Control Panel ltems
DCShadow

Deob Decode Files or

Weakness
Hooking

Image File Execution
Options Injection

New Service
Path Interception
Port Monitors
Process Injection
Scheduled Task

Service Registry
Permissions
Weakness

SID-History Injection
Valid Accounts

Web Shell

Informatien

Disabling Security Toals

DLL Search Order Hijacking
DLL Side-Loading

Execution Guardrails
Exploitation for Defense Evasion
Extra Window Memory Injection
File Deletion

File Permissions Modification
File System Logical Offsets
Group Policy Modification
Hidden Files and Directories

Image File Execution Options
Injection

Indicator Blocking

Indicator Removal from Tools
Indicator Removal on Host
Indirect Command Execution
Install Reot Certificate
InstallUtil

Masquerading

Modify Registry

Mshta

Network Share Connection
Removal

NTFS File Attributes
Obfuscated Files or Information
Process Doppelgénging
Process Hollowing

Process Injection

Redundant Access
Regsvcs/Regasm

Regsvr3z

Roatkit

Rundll32

Scripting

Signed Binary Proxy Execution
Signed Script Proxy Execution
SIP and Trust Provider Hijacking
Software Packing

Template Injection

Timestomp

Trusted Developer Utilities
Valid Accounts
Virtualization/Sandbox Evasion
Web Service

XSL Seript Processing

Account Manipulation
Brute Force
Credential Dumping
Credentials in Files
Credentials in Reg

Exploitation for
Credential Access

Forced Authentical
Hooking

Input Capture
Input Prompt
Kerberoasting

LLMNR/NBT-NS
Paisoning and Relay

Network Sniffing
Password Filter DLL.
Private Keys

Two-Factor
Authentication
Interception

Account Discovery
Application Window Discovery

Browser Bockmark Discovery

Metadata:
-Applicable to: all
-Det

ion score: 3

Password Policy Discovery
Peripheral Device Discovery
Permission Groups Discovery
Process Discovery

Query Registry

Remote System Discovery
Security Software Discovery
System Information Discovery

System Network Configuration
Discovery

System Network Connections
Discovery

System Owner/User Discovery
System Service Discovery
System Time Discovery

Virtualization/Sandbox Evasion

Application
Deployment Software

Audio Capture

Automated Callection
Distributed
Companent Object
Model

Clipboard Data

Data from Information

Exploitation of Remote RePositories
s

ervices Data from Local

Logon Scripts System

Data fram Network
Shared Drive

Pass the Hash

Pass the Ticket
! Data from Removable
Remote Desktop Media
Pratacol
rotacol Data Staged

R te File Ce
emote File Copy Email Collection
Input Capture

Man in the Browser

Remote Services
Replication Through
Removable Media
Shared Webroot Sereen Capture
Taint Shared Content ~ Vide0 Capture
Third-party Software

Windaws Admin

Shares

Windows Remote

Management

Commonly Used Port

Communication Through |Data Compressed

Removable Media
Connection Proxy

Custom Command and
Control Protocol

Custom Cryptographic
Protocol

Data Encoding
Data Obfuscation

Domain Generation
Algorithms

Fallback Channels
Multi-hop Proxy
Multi-Stage Channels

Multiband
Communication

Multilayer Encryption
Remote Access Toals
Remote File Copy

Standard Application
Layer Protacol
Standard Cryptographic
Protocol

Standard Nen-
Application Layer
Protocol

icommonly Used Part

Web Service

Automated Exfiltration

Data Encrypted

Data Destruction

Data Encrypted for
Impact

Defacement

Data Transfer Size

Limits

Exfiltration Over
Alternative Protocel

Disk Content Wipe
Disk Structure Wipe
Endpoint Denial of

Exfiltration Over Sel

Exfiltration Over Other
Network Medium

Exfiltration Over
Physical Medium

Scheduled Transfer

#64B5F6

#DCEDC8

#AED581

#8BC34A

#B89F38

‘Command and Control
Channel

Firmware Corruption

Inhibit System
Recovery

Network Denial of
Service
Resource Hijacking

Runtime Data
Manipulation

Service Stop

Stored Data
Manipulation

Transmitted Data
Manipulation

legend
Detection score 0: Forensics
Detection score 1: Basio
Detection score 2: Fair
Detection score 3: Good

Detection score 4: Very goot

S D-toction score 5: Excellent




“One Team, Two Team, Red Team, Blue
Team!”



Building confidence in your detection capabillity

-a.k.a. how to know it's working

Four approaches:
(but Bias!)
2. Test it with someone else (think Purple Team)
(think Red Team)
4. Wait for someone to put it to the test (ATTAAACK!)




Initial Access Execution Persistence Privilege Defense Evasion Collection

Escalation

Credential Access Discovery Lateral
Movement

Command And
Control

Exfiltration Impact

11items 27 items 42 items 21 items 57 items 16 items 22 items 15 items 13 items 21 items 9 items 14 items

Use that to
iIdentify the

gaps...

Access Token
Manipulation

Supply Chain Control Panel Items

Compromise

Security Support
Provider

AppCert DLLs
Logon Scripts

Access Token Manipulation  Input Capture Password Policy Discovery  Logon Scripts

Control Panel ltems Credential Dumping Remote System Discovery _ Uncommonly Used

Extra Window . o . e Port
Memory Injection :En:;:: iWIndDW Memory Credentials in System Information Application

tion Registry Discovery Deployment

LLMNR/NBT-NS

— Poisoning and
Process Injection Relay

Input Capture Domain Fronting Data

Compressed

Endpoint Denial

. . of Service
Service Execution

Network Denial of

— Service
Exfiltration Over

Command and Data Encrypted
Control Channel  for Impact

Drive-by
Compromise
Regsvr32
Exploit Public-
Facing Application

PowerShell Data Encrypted

Remote Access

= . Process Injection
Image File Execution
AppCert DLLs

Options Injection

Software _ Tools

Masguerading System Owner/User

Discovery Distributed
Component

ICESBREE o: - o

_ Exploitation of . Data Transfer .
_ Remote Services Clipboard Data Size Limits B“‘SK Content

ipe
— Pass the Ticket Data from Exfiltration Over
Credentials in Files

Information Disk Structure
Application Window " o Alternative >
Discovery : Remote Desktop Repositories Protocal Wipe

Protocol )
Firmware
Corruption

Audio Capture
Automated Data Destruction

Automated Exfiltration

Collection

Scripting Application

Hardware Additions CMSTP Accessibility
Features

Image File
Execution Regsvr32

Options Injection  pyndii32

Account Defacement

External Remote Manipulation

Services

Application Brute Force

Shimming
Image File Execution
_ Options Injection

Accessibility Timestomp
Features

Forced
Applnit DLLs Authentication

Bypass User Bi Paddi Hooking
Account Control mary Fadding
BITS Jobs

DLL Search Order
Hijacking

Scripting

Command-Line
Interface

Compiled HTML File

S hishing Link
pearphishing Hin Dynamic Data

Spearphishing via  Exchange
Service

Communication

Through Removable
Data from Local  adia

Remote File Copy System

Replication
Through
Removable Media

Account
Manipulation

Applnit DLLs

Exploitation for

Credential A
redential Access Browser Bookmark

Discovery

Exfiltration Over
Other Network

Connection Proxy  ptadium

Remote Services Data from
- Removable Media Custom Command
Replication

d Control Pratocol
Through Data Staged and Lentrot Fretoco
Removable Media Custom

Man in the Cryptographic
Browser Protocol

Inhibit System

Authentication Recovery

Package

Domain Trust Discovery Exfiltration O
xfiltration Over

Physical Medium  pasource

Scheduled Hijacking
Transfer

File and Directory

Execution through API .
Discovery

Trusted : ot \ BITS Jobs
S xecution throug .
Relationship Module Load Bootkit

Exploitation for Client Browser Extensions g,y ivation for
Execution Change Default File Privilege CMSTP
Association Escalation Code Signing

Input Prompt

Kerberoasting Network Service Scanning  gpared Webroot

Bypass User Account
Control

Runtime Data

Valid Accounts Manipulation

Network Sniffing
Password Filter DLL Network Sniffing

Network Share Discovery Taint Shared

Content

Third-party
Software

Permission Groups Windows Admin
Discovery Shares

Screen Capture Data Encoding

Service Stop

Video Capture  poymain Generation

Algorithms
Fallback Chan v

Graphical User
Interface

Stored Data
Manipulation

legend

Private Keys Peripheral Device

File System Discovery

Permissions
Weakness

Component

) Compile After Delivery
Firmware

Compiled HTML File

Component Firmware

Two-Factor
Authentication
Interception

InstallUtil
LSASS Driver
Mshta

Component Object Multi-hop Pro

Model Hijacking Hooking Multi-Stage fcece " Tech. not often used

Channels

Windows Remote

Query Registry Management

Tip: Maps of your

Create Account New Service

detection capability can
be overlaid with maps of
what the Red Team has
tried, or what your top
adversaries are usually
doing to

Regsvcs/Regasm

Signed Binary Proxy
Execution

Signed Script Proxy
Execution

Third-party Software
Trusted Developer
Utilities

Windows
Management

DLL Search Order
Hijacking
External Remote
Services

File System
Permissions
Weakness

Hidden Files and
Directories

Hooking

Component Object Model
Path Interception Hijacking

Port Monitors DCShadow

Deobfuscate/Decode Files

Service Registry N
USIY or Information

Permissions
Weakness

SID-Histary
Injection

Disabling Security Tools
DLL Search Order Hijacking

. DLL Side-Loading
Valid Accounts
Execution Guardrails
Web Shell

Security Software
Discovery

System Network
Connections Discovery

System Service Discovery
System Time Discovery

Virtualization/Sandbox
Evasion

Multiband
Communicatic

_ Tech. used frequently

| Tech.in group + detection

Multilayer  Tgzgo8

ncryption

Remote File C ; n . .
#BBC34A Tech. in detection
Standard
Cryptographic
Protocol

Standard Non
Application Lz

Add Item  Clear




TL;DR
If you want to detect attacks against your assets...

1. Prepare to
- MSSPs, Products, SIEMS and Pentests cannot do the trick if you don't.

2. Adopt a approach

- Two models to get you started: The Incident Response Hierarchy of Needs
and ATT&CK

3. . visualise, visualise

- To know where you are at, where you are going to and track your progress.
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