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About me

• Cybersecurity consultant @PwC

• Three years @BankOfEngland SOC

• Intelligence Driven ID&R proponent

• I think a lot about models and methods



About this talk

Misperceptions and insights 
(tech and beyond) on building a 
(truly) effective detection capability



What am I presenting?

Not the #HolyGrailOfDetection but rather my 
personal experience and views on building an 
effective detection capability



On pretty 
good 
detection 
capability
- that isn’t



For the past year, I’ve 
been asking my 
clients… 



“How do you detect
attacks against your 
assets?”



“We have contracted 
an MSSP to monitor 
our network…”
- but have no idea what they are doing

#1



“We have invested in 
best of breed security 
products…”
- but are not absolutely sure why 
- we have some idea what they are doing

#2



“We are collecting all 
logs in a SIEM…”
- still not sure what to do with those 
(i.e. nobody really monitors because it’s a mess)

#3



“We are doing regular 
pentests and red team 
exercises…”
- and they find critical findings every time so…

#4



(Heart)breaking news

- It ain’t gonna work!

#ButYouAlreadyKnew





#1
You know your 
organisation better than 
any MSSP ever will

…if you don’t, how are 
you sure your MSSP is 
doing a good job? 



#2
Even the best products 
cannot detect all 
attacks.

No tool can substitute a 
capable analyst.



#3
Collecting the logs is 
not enough.

Collecting all the logs is 
a very bad idea.



#4
Pentests and Red Teams 
are not designed to 
substitute your blue 
team.

Just saying…



404 
Detection 
Capability 
Not Found!



On pretty 
good 
detection 
capability
- that actually is!



“You don’t reach the mountaintop from 
the mountaintop.You start from the bottom 
and climb up”.
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The Incident Response 

Hierarchy of Needs 
- Matt Swann

…instead of here

Most companies start here…

Know WHAT you are defending before you try defending it!



“Every battle is won before it is fought”





The ATT&CK Matrix
- MITRE

Anyone said…knowledge base of attacker TTPs?

Attacker Tactics 

Attacker Techniques



WHO would target your assets? 



“Knowing yourself is the beginning of all 
wisdom”



What do you see?
- Data sources their quality and the visibility they give you



Understanding 

your visibility

Check it Out:
ATT&CK Navigator
https://mitre-attack.github.io/attack-
navigator/enterprise/

https://mitre-attack.github.io/attack-navigator/enterprise/


“A petabyte of data is a terrible thing to 
waste”



Developing Detection Analytics

1. Something you read

2. Something you tried

3. Something you know
CALDERA

METTA



Understanding 

your detection 

coverage

Detection coverage 
is bias prone!
-no, you have not covered 
everything



“One Team, Two Team, Red Team, Blue 
Team!”



Building confidence in your detection capability
-a.k.a. how to know it’s working

Four approaches:

1. Test it yourself (but Bias!)

2. Test it with someone else (think Purple Team)

3. Have someone put it to the test (think Red Team)

4. Wait for someone to put it to the test (ATTAAACK!)



Use that to 

identify the 

gaps…

Tip: Maps of your 
detection capability can 
be overlaid with maps of 
what the Red Team has 
tried, or what your top 
adversaries are usually 
doing to uncover your 
detection gaps!



1. Prepare to get your hands dirty
- MSSPs, Products, SIEMS and Pentests cannot do the trick if you don’t.

2. Adopt a structured approach
- Two models to get you started: The Incident Response Hierarchy of Needs

and ATT&CK

3. Visualise, visualise, visualise
- To know where you are at, where you are going to and track your progress.

TL;DR

If you want to detect attacks against your assets…





Go Explore!


